



Sandness Community Development Ltd.
Secure Data Handling Policy
Use, Storage and Retention of Personal Information

1. Introduction
1.1 This policy sets out the intention of Sandness Community Development to maintain secure records for members, employees, contractors, volunteers and participants, 
1.2 In this policy, PVG Scheme Records, PVG Scheme Record Updates, Standard and Enhanced disclosures will be referred to collectively as Disclosure Records.
2. Purpose
2.1 The purpose of this policy is to enable Sandness Community Development to manage our relationship with the people we interact with and ensure their safety.
2.2 This policy is for the access to, retention and storage of:
a) Disclosure Records for the purpose of assessing individual’s suitability for paid and/or unpaid work
b) Personnel files (staff or volunteer) recording information relating to their employment/role with the organisation
c) Membership records and any other records containing personal contact details.
3. Disclosure Records
3.1 Sandness Community Development will follow the ‘Scottish Government Code of Practice: the use of disclosure information and with the functions of registered persons’
a) Disclosure records will only be requested when necessary and relevant to a particular post and the information provided on a disclosure record will only be used for recruitment purposes.
b) Sandness Community Development will ensure that an individual’s consent is given before seeking a disclosure record, and will seek their consent before using disclosure information for any purpose other than recruitment.  Furthermore, Sandness Community Development will ensure that all sensitive personal information that is collated for the purposes of obtaining a record will be managed confidentially at all times by those involved in the Disclosure process.
c) Enhanced disclosures only - where non conviction Disclosure information is provided to Sandness Community Development by a Chief Constable or Chief Officer of a relevant Police Force and not to the Disclosure Applicant concerned Sandness Community Development will not disclose the actual details of the Disclosure information to the Disclosure Applicant but can inform them if asked, that additional information has been provided, should this information affect the recruitment decision, not actual details of the additional information or where it was resourced.
d) Disclosure information will only be shared with those authorised to see it in the course of their duties.
e) Disclosure information will be stored as described in section 7.1 of this policy. Disclosure information will be destroyed by shredding.  No image or photocopy of the disclosure information may be retained.  Recipients of disclosure information may, however, keep a record of the following:
· Date of issue of disclosure record
· Name of subject
· Disclosure type
· Position for which the disclosure was requested
· Unique reference number of disclosure
· Recruitment decision taken
4. Personnel Records
4.1 Personnel records, including those pertaining to contracted individuals, will hold the minimum information on individual staff or volunteers to allow the post, or role to be managed appropriately and might include:
	· Name, address and contact details
· Support and supervision records
· Training and development plan and progress
· Time sheets
· Expense claim forms
	· Accident records
· Disciplinary issues including grievance and dismissal
· Termination of post or role
· Leaving interview record
· References written for other posts/roles


4.2 In addition, for staff, employed or contracted:
	· Job description
· Contract
· Rates of pay
· NI number and tax details

	· Timesheets 
· Holiday dates
· Absence or records



4.3 Sandness Community Development may retain basic information to inform future actions, such as reference writing. This will include:
· Dates of commencement of employment, contractual engagement, or volunteering role, and of leaving
· Details of post or role undertaken

4.4 Personnel records will be stored in accordance with section 7.1 of this policy. No sensitive information will be retained.

5. Accessing your personnel record

5.1 Your personnel record and its contents can be accessed at any time by contacting your supervisor in writing, giving seven days’ notice. Your file will be made available to you as soon as possible before the end of the seven-day period.
5.2 Sandness Community Development will ensure that all staff with access to disclosure information are aware of this policy and have received relevant training and support.  
5.3 Sandness Community Development undertakes to make a copy of this policy available to any applicant for a post with Sandness Community Development that requires a Disclosure.
6. Membership and other personal contact details

6.1 In pursuit of its objects and in conducting its business, Sandness Community Development is required to gather and hold the personal contact details of individuals. 
This includes:
a)   a list of all ordinary, junior and associate members in order that they can participate in general meetings, and (for ordinary members) vote on business and the election of the Board and its officers.
b)   other individuals with whom Sandness Community Development has a legitimate relationship, including participants in activities and partner organisations

6.2 This information will only be held for the purposes for which it is given and will not be shared or sold to any third party without the express consent of the individual. The information will be destroyed within one year of it no longer being required for the purpose for which it was given.

7. Storage of confidential information
7.1 All confidential information held by SCD (e.g. disclosure, personnel and membership records) will be stored on a password protected computer. These computers may be standalone or connected to operating systems and/or cloud-based storage for which password access is required and will only be available to those authorised to see this information. Where hard copies are kept, they will be stored in a locked non-portable container. Information will not be stored for longer than it is relevant to organisational needs, or legal requirements. Files will be destroyed by deleting or shredding, once the file is no longer live, or necessary to meet legal requirements.



Adopted: September 2026
Next review: January 2028


3

image1.jpeg
~

GANONESS COMMUNITY DEVELOPMENT

SCD





